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Global Risks Report 2018
“… this generation enjoys unprecedented 
technological, scientific, and financial 
resources, which we should use to chart a 
course towards a more sustainable, 
equitable and inclusive future. 
At the same time, the risks are greater than 
ever, with an important role for disruptive 
technologies that may be used to affect 
societies in good and bad ways, and with 
cyberattacks amongst today’s biggest 
threats to disrupt society.”



Internet Infrastructure Initiative

• Aim: to help build a robust, transparent and resilient internet infrastructure. 

• Rationale: A robust, open and resilient internet infrastructure is key to counter 
infringements and threats to the cyber domain, and:

• diminishes the chances and impact of cyber-attacks (like DDoS) and  cybercrime (hacking malware, 
phishing, botnets) and SPAM. 

• enables the public to maintain confidence and trust; 
• is a precondition for the use of the internet as a means to boosting innovative and economic 

activities.

• Offering: this Initiative seeks to deepen and broaden the know-how in locally applying, 
testing and monitoring compliance with widely agreed open internet standards. 

• Key elements include national internet infrastructure protection, internet exchange points, 
registries, open source software, email security and routing security.





Setting up Capacity building events

Targeted at regions that are catching up

Bringing together regional stakeholders

Awareness raising on Open Internet Tools

Inspiration through Good Practice Examples (mix local/global)

Impact through joint commitment for action



From State-of-Practice to State-
of-the-Art, together

Joint priority setting and action planning
Kampala, 16 June 2019



“What to do to improve 
justified trust in using the 
Internet and email in the 
region”

Purpose of the Day



GFCE Triple-I agenda for today
09:00 Opening, intent

09:30 Block I: Better Use of Today’s Open Internet Standards

11:25 Block II: Inspiration from Good Practice Actions - 1

12:10 Lunch

13:15 Block II: Inspiration from Good Practice Actions - 2

16:00 Block III: Action Planning for a More Trusted Internet

17:00 Conclusions and Closing Remarks



Block I: Introduction to 
use and usefulness of 
Open Internet Standards

• Living room conversation with Alain 
Aina (WACREN) and Adiel Akplogan 
(ICANN) , involving all in the room

• DNSSEC/TLS/DANE; RPKI/ROA; 
DKIM/DMARCK/SPF; IPv6

• Interactive discussion of all standards 
as also covered by Internet.nl, 
grouped in terms of Internet routing, 
e-mail handling and other



Block II: Inspiration 
from Practice

• Collaborative action for DDOS Mitigation -
Cristian Hesselman (SIDN)

• Resources to help detect and act against 
abuse - Jean-Robert Hountomey (AfricaCERT), 
Yuri Ito (Cybergreen) and Adiel Akplogan 
(ICANN) 

• Mutually Agreed Norms for Routing Security 
(MANRS) - Michuki Mwangi (ISOC)

• Secure IoT deployment – Kevin Chege, 
Verengai Mabika (ISOC)



Block III: Market Place 
for regional action

• Every event adds with an 
inventory of possible actions

• Participants gather to discuss 
the <action proposals> they feel 
are relevant.

• Up to 3 subjects fleshed out for 
follow-up



4 events so far
• Dakar, Senegal, hosted by the African 

Internet Summit, supported by 
AfricaCERT/AfriNIC/ISOC 2019, 7 May 
2018

• Almaty, Kazachstan, hosted by RIPE 
NCC, supported by RIPE 
NCC/ISOC/Kazachstan Telecom, 25 
September 2018

• Delhi, India, hosted by Indian 
Summerschool for Internet 
Governance, supported by 
ISOC/APNIC/Indian Govt, 12 October 
2018

• Daejeon, Korea, hosted by 
APRICOT2019,supported by 
APNIC/ISOC/dotASIA, 23 February 
2019



Help make the Internet more reliable in your region

Contribute with 
good practice 
examples to events

1

Support an event in 
your region as co-
organizer or 
participant

2

Improve the 
reliability of Internet 
by taking action

3



Next events under preparation

• Kolkata, India, hosted by Indian 
Summerschool for Internet 
Governance, supported by INSIG, 
ISOC, APNIC, Indian Gov, 14 
November 2018

• 2 more events under exploration



Triple I is a 
GFCE project

www.thegfce.com 

For more information contact:

Maarten Botterman: maarten@gnksconsult.com 
Arnold van Rhijn: A.C.F.vanRhijn@minez.nl



About Maarten 
Botterman

• More than 25 years experience with work “in 
the public interest”: where connected technologies 
touch society - internationally 

• Independent analyst, strategic advisor, moderator and 
chairman, see for more: www.gnksconsult.com 

• Currently chairing: IGF Dynamic Coalition on Internet of 
Things (www.iot-dynamic-coalition.org/); PICASSO Policy 
Expert Group (www.Picasso-project.eu), and Supervisory 
Board of NLnet Foundation (www.nlnet.nl.)

• ICANN Board Member (www.icann.org) 
• Full CV:  https://www.linkedin.com/in/botterman
• Email: maarten@gnksconsult.com 



Improving Cyber Ecosystem Health through Metrics, Measurement and Mitigation Support 

Africa Internet Summit
June 2019

Yurie Ito

Executive Director, CyberGreen  



The CyberGreen Institute is a global non-profit 
organization focused on helping to improve the 
health of the global Cyber Ecosystem.

Cyber Health Measurement.
We measure Risk-to-others. 

Provide a clearinghouse for 
Risk Mitigation BCPs. 

Conduct weekly Internet 
scans for risk condition data

Advocacy 

Capacity Building
needs analysis and 
impact measurement 
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Key Questions  

• How do you communicate effectively and support 
decision makers? 

• What do you need to motivate non-technical 
policy makers to understand and sign off the 
action? 
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Applying Public Healthcare approach to Cyber

Incidents; 
Patients disease counts 

e.g. Malaria Patients 
counts  

Environmental 
Conditions;
e.g. level of 

untreated swamp 
water, Hygiene 

level  

Transmission 
vector; 

e.g. mosquitos 
counts,  

Number of 
observable
Incidents  

Presence of 
Malware,  Botnets

Infection 

OS Update,  
Misconfiguration, 
Vulnerable nodes,  

Education,
Readiness, risks
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CyberGreen: What we do

● Perform Internet scans 

● Collect and analyze data for five open recursive protocols (NTP, DNS, 
SSDP, SNMP, CHARGEN) commonly used to execute DDoS 
reflection attacks.

● These open servers have the potential to be used as infrastructure to 
launch DDoS attacks within a country’s borders and abroad.

● Inform network operators, policymakers, other stakeholders on the 
risks associated with hosting open servers.

Copyright © CyberGreen 2019 All Rights Reserved.



CyberGreen: What we measure
Type Description

Open DNS Domain Name System (DNS) is a standard protocol that translates human-friendly 
host names like www.cybergreen.net into numerical, Internet Protocol (IP) 
addresses such as 197.222.126.114  DNS can have an amplification factor of up to 
179. In other words: 1 Byte turns into 179 Bytes in DDOS traffic.

Open NTP Network Time Protocol (NTP) is standard protocol for time synchronization for 
devices on a network, used by servers, mobile devices, endpoints and networking 
devices from all vendors. NTP has an amplification factor of 556.9.

Open SNMP Simple Network Management Protocol is for collecting and organizing information 
about devices on networks, including cable modems, routers, switchers, servers, 
printers etc. SNMP has an amplification factor of 6.3.

Open SSDP Simple Service Discovery Protocol (SSDP) is the standard search protocol for 
Universal Plug and Play (UPnP) UPnP is pervasive - it is enabled by default on home 
gateways, network printers, webcams, network storage servers, and “smart 
home” devices such as thermostats, automated assistants and wireless home 
security systems that are part of the Internet of Things (IoT). SSDP's amplification 
factor is ~ 30. 

Open CHARGEN Character Generator Protocol (CHARGEN) is a service of the Internet Protocol 
Suite defined in RFC 864 in 1983 by Jon Postel. It is intended for testing, 
debugging, and measurement purposes. The protocol is rarely used, as its design 
flaws allow ready misuse. CHARGEN's amplification factor is ~360, making it one of 
the more effectively abuseable protocols for UDP amplification.Copyright © CyberGreen 2019 All Rights Reserved.



Global View   
http://stats.cybergreen.net
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Raw count of open resolvers: Uganda
May 14, 2019

DNS NTP SNMP SSDP CHARGEN DDoS 
Potential
(TBit/Sec)

DDoS Rank

1,081 1,874 651 4 N/A 1 116

● Uganda ranks #116 out of 239 for riskiest DDoS environments. 

● Based on the presence of five types of open recursive servers (NTP, DNS, SSDP, SNMP, 
CHARGEN) in Uganda. 

● Most prevalent open protocol in Uganda’s network is NTP (1,874).
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Compare with Rwanda, Nigeria, Tanzania, Kenya 
Total Potential DDoS Bandwidth

Copyright © CyberGreen 2019 All Rights Reserved.



Comparison: Uganda, Malawi, Nigeria, Rwanda
Open DNS

Raw counts as of May 14, 2019:

DNS NTP SNMP SSDP CHARGEN DDoS Potential
(TBit/Sec)

DDoS Rank

Uganda 1,081 1,874 651 4 N/A 1 116

Malawi 179 130 229 N/A N/A 0 198

Nigeria 2,026 7,279 4,170 31 N/A 4 77

Rwanda 122 1,423 50 N/A N/A 1 128
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ASNs/ISPs in Uganda  

Copyright © CyberGreen 2019 All Rights Reserved.



So let’s look at Uganda’s ISPs

• An Autonomous System Number (ASN) is a number 
used by network operators to uniquely identify an 
independent IP network that has its own routing 
policies
• Uganda has 46 ASNs 
• And not all are equal…

Copyright © CyberGreen 2019 All Rights Reserved.



Comparison across 4 Ugandan ASNs
Open DNS
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What can be done?
- conduct national level mitigation campaign 

Download CyberGreen Mitigation Materials at 
http://www.cybergreen.net/mitigation/
Mitigation approaches: 
- How to identify your vulnerable servers/devices across your network 
- How to find hosts running under risk conditions
- Step-by-step actions (e.g. update devices, reconfiguration, block 

certain protocols, disable services, implement certain BCPs)
- How to verify your fix 

Copyright © CyberGreen 2019 All Rights Reserved.

http://www.cybergreen.net/mitigation/


Annual Health Check-up 

Copyright © CyberGreen 2019 All Rights Reserved.



(Human health Model) 
Individual health – preventative measures 

Copyright © CyberGreen 2019 All Rights Reserved.

Breathing Problem
(sleep apnea Syndrome) 

Cardiac Disease 
（Angina, Cardiac Infarct）

High Blood Pressure

Fatty Liver 

Cholelithiasis 

Arthritis Disorder 

High uric acid blood（Gout）

Cerebrovascular disease

arteriosclerosis

Hyperlipidemia

Diabetes

Kidney disease

Menstruation disorder

Diseases caused by Obesity

Medical checkup : Risk indicators and health metrics

Risk Mitigation of HL
- Eat good cholesterol 
- Eat high fiber 
- Exercise 
- Stop smoking 
- etc...

Epidemiological studies 



Cyber ecosystem health annual check-up 

CyberGreen and our partners expert team would visit target country Cybersecurity 
stakeholders and conduct Systemic risk analysis, put together the mitigation plan and policy 
recommendation to your country’s specific needs.  

Copyright © CyberGreen 2019 All Rights Reserved.

Vulnerability Landscape:
Open resolver analysis

Internet Infrastructure:
BGP ROA analysis 

Email infrastructure:
DMARC analysis  Policy Recommendation 



Thank you!

Yurie Ito
yito@cybergreen.net
http://cybergreen.net

Http://stats.cybergreen.net

mailto:yito@cybergreen.net
http://cybergreen.net/
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