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Development(GCCD)
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Objective

Framework
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Program List

The programs of GCCD can be divided into 
three categories of education, assessment 
and networking. The followings are the draft 
program of GCCD. The target participants 
are from the OECD DAC list of ODA 
recipients.
http://www.oecd.org/dac/stats/daclist.htm
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1. Invitation-based training and 
Seminar (in Korea)

The GCCD will provide a one-week long 
invitation-based training course or 2-3 day 
seminars to support the member countries to 
respond to cyber incidents and establish 
cyber protection policies. Internally 
developed curriculum and training materials 
will be used to show differences from the 
existing training programs. 
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2. Co-hosting Joint Seminar (in a local 
country)

Cybersecurity Joint Seminar will cover various 
themes requested by an applying country 
which needs assistance. The GCCD will 
design a tailored program based on the 
requests from the country and its level of 
expertise and knowledge. 
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3. Consulting 

The assessment will be carried out in a particular 
public information asset unit level. The range of the 
assessment is for information management 
composed of policy, organization, and incident 
responses. Through this assessment, the recipient 
country will be able to understand the current status 
of their cybersecurity competency and guide 
themselves where to make the right investment and 
the area where needs further development.
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Lesson Learned

Need more frequently contact
Communication and sharing Channel

Build up successful story for Trust building
Start from low level cooperation to higher 

level.
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Year Country Main Topic Co-host
2016 Montenegro Critical Information Infrastructure Protection 

(CIIP)
Ministry for Information Society and 

Telecommunications (MIST)

2016 Moldova Information Security Management System (ISMS) Ministry of Informational Technologies 
and Communications (MITC)

2016 Guatemala

Cybersecurity Incident Response

Ministerio de Gobernacion(MINGOB)

2016 Bolivia

Cybersecurity Incident 
ResponseMinisterio de Obras Publicas, 

Servicios y Vivienda,

Autoridad de Regulación y 
Fiscalización de Telecomunicaciones y 

Transporte(ATT)

2016 Indonesia Information Security Manpower Training and 
Cyber Crime Response Desk Cyberspace National (DCN)

2017 Ghana National Cybersecurity Framework Ministry of Communications(MoC)

2018 Serbia Cybersecurity policy and CERT operation Ministry of Interior(MoI)

2016-2018 GCCD Joint Seminar Programs11



YEAR Countryw

2017 Kyrgyzstan

2018 FYR Macedonia 

2018 Bosnia and Herzegovina 

2018 Albania

CMM Follow-up Training12



Introduction

Cybersecurity Alliance for Mutual 
Progress(CAMP)13



Membership
55 Organizations from 41 Countries
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Membership
55 Organizations from 41 Countries

- AICTO Kenya ICT Authority Peru CAEN
- CEABAD Korea MSIT Philippines DOST-ICTO
- ECOWAS Korea KISA Senegal MPT

Azerbaijan CSC Kosovo MED Rwanda RDB
Bangladesh MPTIT Laos LaoCERT Rwanda RNP
Bangladesh BDCERT Laos MOST Sierra Leone MIC

Brazil NTA Malaysia CSM Sri Lanka Sri Lanka CERT/CC
Cambodia MPTC Malaysia MCMC Taiwan NCCST;TWNCERT
Costa Rica MICITT Mauritius CERT-MU Tanzania TCRA

Cote D’Ivoire MIC Mauritius MTCI Thailand EGA
Estonia ISA Moldova MITC Thailand ETDA
Ethiopia INSA Mongolia CITA Turkey ICTA
Gabon ANINF Montenegro MIST Uganada NITA-U
Ghana NITA Morocco DGSSI Uganada UICT

Guatemala MINGOB Nepal NID Uzbekistan ISC
Haiti CONATEL Nepal NITC Uzbekistan CoM

Indonesia BSSN Nigeria MIC Vietnam VNCERT
Indonesia Id-SIRTII/CC Oman ITA

Iran CERT/CC IR Paraguay CONATEL



2018-19 Program of Work

Regional 
Forums 

•Inter-regional forum
•Collaboration with 

regional and 
international 
organizations

Info Sharing

•International 
cybersecurity 
conference

•Online 
Communication

Capacity 
Building

•Joint workshops & 
Seminars

•Joint research & 
survey



Internet Infrastructure Security Day at APRICOT2019
February 23, 2019

Daejeon, South Korea

Cristian Hesselman (SIDN)

Collaboratively increasing the resilience of 
critical services in the Netherlands through 

a national DDoS clearing house



A few DDoS trends

• Volume at 1+ Tbps, likely going up (Dyn 1.2 Tbps, GitHub 1.3 Tbps)

• Many widely distributed sources (Mirai 600K, Hajime 400K)

• High propagate rates (e.g., Mirai from 42K to 71K bots in 1 hour)

• Complex traffic (e.g., bot churn, volumetric/TCP state exhaustion)

• Easier to launch through booters/stressers (Mirai)

• Reflection attacks possible (e.g., Mirai and Reaper botnets)

è At the same time, our societies increasingly depend on network 
services!

• Antonakakis, T. April, M. Bailey, M. Bernhard, E. Bursztein, J. Cochran, Z., Durumeric, J. A. Halderman, L. Invernizzi, M. Kallitsis, D. Kumar, C. Lever, Z. 
Ma, J. Mason, D. Menscher, C. Seaman, N. Sullivan, K. Thomas, and Y. Zhou, “Understanding the Mirai Botnet”, 26th USENIX Security Symposium, 2017

• S. Herwig, K. Harvey, G. Hughey, R. Roberts, and D. Levin, “Measurement and Analysis of Hajime, a Peer-to-peer IoT Botnet”, Network and Distributed 
Systems Security (NDSS) Symposium 2019, San Diego, CA, USA, February 2019



Netherlands critical infrastructure

• Services whose “failure or 
disruption … would result in severe 
social disruption and poses a threat 
to national security” (NL gov’t)

• Providers protect their services 
through (3rd party) DDoS  
mitigation systems (e.g., scrubbing)

• Limited DDoS information sharing, 
focus on person-to-person comms
during attacks (reactive)

• Trigger to change: estimated 40 
Gbps DDoS attacks in January 2018, 
resulting in various service outages



New: DDoS information sharing in NL

• Continuous and automatic 
sharing of “DDoS fingerprints” 
buys providers time (proactive)

• Extends DDoS protection 
services that critical service 
providers use and does not 
replace them 

• Improves attribution, allowing 
for better prosecution and 
increased deterrent effects

• Open to all critical providers in 
the Netherlands (Internet, 
financial, energy, water, etc.)



DDoS fingerprints

• Summary of DDoS traffic
– Domain names used

– Source IP addresses

– Protocol

– Packet length

– No victim IP addresses!

• Created from network measurements
– Examples: PCAP files, Netflow, IPFIX, sFlow, and Logfile

• Fingerprint extension records (optional)
– Device-specific packet filter rules that ops teams used

– Suspected type of DDoS attack (e.g., Mirai or Hajime-powered)

– Contact details of ops team

• Challenge: creation at high speed (10s of Gbps)



Status

• Embraced by a coalition of 25 players from industry (ISPs, xSPs, 
IXPs, banks, not-for-profit DPS) and gov’t (ministries and agencies)

• Including various existing collaborative anti-DDoS initiatives, such 
as the Dutch Continuity Board (DCB), NoMoreDDoS, and NaWas

• Working groups: 
– Clearing house
– Cross-industry information sharing
– Outreach
– Ground rules and incident response
– Exercises 

• Facilitated by Dutch National Cyber Security Centre (NCSC-NL)



Clearing house overall architecture (DRAFT)



Clearing house pilot

• Netherlands
– Approach: start small and iteratively scale up to more partners
– Infra operators: NBIP, KPN, VodafoneZiggo, NL-ix, SIDN
– Government: THTC, NCSC-NL
– Financial: Dutch Payment Association
– Research: University of Twente

• European Union
– Part of CONCORDIA project (www.concordia-h2020.eu)
– Development of a “cookbook” to run system in multiple member states
– Use cases are pilot in the Netherlands and a second one in Italy

• Develop clearing house
– Extend and improve existing components
– DDoS-DB of the University of Twente (ddosdb.org) 
– NBIP’s DDoS pattern recognition system (ddos-patterns.net)



Next steps

• Initial version of NL pilot
– Setting up joint development and experimentation environment 
– First share pre-generated fingerprints, then on-the-fly generated prints

• Agree on and flesh out charter/manifesto
– WG Ground rules and incident response

• Envisioned growth paths
– Netherlands à Europe à global (e.g., through CONCORDIA)
– Extend to “non-critical” service providers 



Q&A

Cristian Hesselman
Director SIDN Labs
+31 6 25 07 87 33 
cristian.hesselman@sidn.nl
@hesselma

The development of the Dutch national DDoS 
clearing house is a joint effort of NBIP, KPN, 
THTC, NCSC-NL, Dutch Payment Association, 

VodafoneZiggo, NL-ix, SIDN, and the 
University of Twente (WG clearing house). 

SIDN and the University of Twente were 
partly funded by the European Union’s 
Horizon 2020 Research and Innovation 

program under Grant Agreement No 830927.



Building Global Trust in 
the Internet of Things 
THE IGF DYNAMIC COALITION ON IOT BRINGS TOGETHER STAKEHOLDERS FROM 
ALL OVER THE WORLD TO ENGAGE IN A DIALOGUE ON “GOOD PRACTICE” IN
IOT, WITH THE INTENT TO FIND A REALISTIC AND ETHICAL WAY FORWARD

www.iot-dynamic-coalition.org/www.iot-dynamic-coalition.org/
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APRICOT 2019, DAEJEON



Benefits … and challenges
2

www.iot-dynamic-coalition.org/

 New technologies bring 
us ways to respond to 
todays’ challenges that 
never existed before … 
and come with new 
challenges

 Technologies are not 
good or bad in 
themselves – it is how we 
use them.



Address specific societal issues

 Connected technologies are a 
necessity to addressing multiple 
societal challenges in a doable 
way.

 It requires sharing global knowledge 
about solutions, and local 
knowledge  and action to make 
things happen.
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Many applications…

 Ranging from: 
 industrial IoT to Consumer IoT;
 connected emergency 

warning systems to traffic 
management systems;

 Health monitoring and 
enhancing systems to 
agriculture applications;

 Wildlife tracking to security 
enhacing;

 Autonomous systems to tools 
that enhance our human 
abilities;

 and much more ….
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Global 
approach 
towards IoT

IGF AND THE 
DYNAMIC COALITION 
ON IOT

5www.iot-dynamic-coalition.org/
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IoT is part of Internet

 Collecting, storing and providing access to many data related on observations 
by sensors;

 Autonomous networks with actuators that take action following receipt of 
specific data according to pre-programmed decision models, learning, or 
external interventions;

 The possibility to “weaponize” IoT devices to attack third parties.

www.iot-dynamic-coalition.org/
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Dynamic Coalition on IoT

 Set up in Hydrabad (IGF, 2008) and active ever since during IGF and 
regional meetings

 Aim is to develop a shared understanding 
on Global Good Practice 

with regards to the Internet of Things

 most IoT dialogues take place in silos with single stakeholders – in DC 
IoT multi- stakeholders meet on equal terms at global level

7
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Internet of Things Good Practice Principle

 Internet of Things Good Practice aims at developing IoT systems, 
products, and services taking ethical considerations into account from 
the outset, both in the development, deployment and use phases of 
the life cycle, thus to find an ethical, sustainable way ahead using IoT to 
help to create a free, secure and enabling rights-based environment: a 
future we want.

(IGF Dynamic Coalition on IoT: “IoT Good Practice policies”)
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IGF DC IoT thinking in summary

Embrace IoT to address societal challenges in an ethical way
 We need IoT to keep this world manageable

Create an IoT environment that encourages investments
 Involve all stakeholders

 Create ecosystem

 Stimulate awareness and feedback

 Provide legal clarity and review the legal mechanisms

Ensure emergence of a trusted IoT environment
 Meaningful transparency

 Clear accountability

 Real choice 

9
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Examples from other countries

 Canada

 Netherlands

 United Kingdom
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The Canadian approach

 All stakeholders bear a responsibility and opportunity for the safety and resiliency of the 
Internet.

 We need urgent and collective action now if we are to make an increasingly-connected 
world a safe place for users and society-at-large. 

 No single stakeholder can solve this alone, and users need to be at the center of solutions. 
An inclusive and collaborative approach is needed for long-lasting, efficient and flexible 
solutions. 

 The complexity of IoT security necessitates such a bottom-up, organic process to ensure 
the outcomes address all existing and potential challenges and issues. 

 Informed by global experiences.

https://www.internetsociety.org/collaborativesecurity


Initiative focus 

 The following three thematic areas have been identified and working groups created for each: 

1. Consumer Education: the aim of this working group is to establish an education and 

awareness framework to create a more security-conscious public. 

2. Labelling: the goal of this group is to scope out possible labelling regimes that could be 

applied and/or enhanced in the Canadian landscape.

3. Network Resiliency: the purpose of this group is to develop a set of recommendations to 

protect the Internet from things and protect things from the Internet.  Thus far, this has 

coalesced in the form of a secure home gateway which leverages Manufacturers Use 

Description (MUD).
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Balancing public interestProduct life cycle approach

Joint responsibility Portfolio approach



Dutch Roadmap Digital Hardware and 
Software Security: 

a complementary approach

Standards and 
certification

Monitoring 
digital security

Cleaning up 
infected products

Testing
digital security

Cybersecurity
research

Liability Statutory requirements, 
supervision and 

enforcement

National goverment
procurement policy

Awareness campaigns
and empowerment

15



UK Government approach 

2017 -2018: Cooperation with industry, academia, consumer associations and 
international partners

March 2018: Policy report

October 2018: Code of Practice for Consumer IoT Security

Mapping of the Code to existing recommendations 
https://iotsecuritymapping.uk

Consumer guidance https://www.gov.uk/government/publications/secure-
by-design

16
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Considerations 

 What can we learn from the Canadian approach
 Use a multistakeholder approach to kick off a flywheel of action

 Action both in technical community; government units; consumer organisations; kick-off joint position

 What can we learn from the Dutch approach?
 Complementary measures:

 Liability (stick behind the door); Government procurement (backing up development of standards); Reviewing legislation 
(statutory requirements supervision and enforcement); Cleaning up infected products (joint LEA – industry action?)

 What can we learn from the British approach?
 Working towards a Code of Practice for industry?

 Adopting the British one – or at least use it for discussion with industry and other stakeholders

 Keep an eye on global developments! To learn, and to tack on as IoT goes across borders, as well
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Global Action

IN SUPPORT OF LOCAL ACTION
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We create the world of tomorrow with
the choices and actions of today ...

Maarten Botterman 2014

www.iot-dynamic-coalition.org/
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More information

 Internet Society activities: 
 http://www.internetsociety.org
 IGF DC IoT activities: 
 http://www.iot-dynamic-coalition.org/
 IEEE new standard for IoT Security
 IETF work on MUD

www.iot-dynamic-coalition.org/
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IPv6:
Deployment Status, 
Standards and Best 

Practices
February 2019

Daejeon, South Korea

@JordiPalet
(jordi.palet@theipv6company.com)
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IPv4 is gone! IPv6 was born!
• In 1992 IETF realized that IPv4 is not sufficient
• Work started for IPng
• IPv6 specs:

– RFC1883 (1995)
– RFC2460 (1998)
– RFC8200/STD86 (2017)

• Other (main) specs:
– RFC8201/STD87 (PMTUD)
– RFC3596/STD88 (IPv6 DNS extensions)
– RFC4443/STD89 (ICMPv6)
– RFC4291 (Addressing Architecture)
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Available IPv4

* NRO, December 2018

In terms of /8s

Available IPv4  Space in each RIR
Internet number resource status report 4
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Note: Each /8, in IPv4, is a block of 16.777.216 addresses
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RIR IPv4 Run-Down

* http://www.potaroo.net/tools/ipv4/rir.jpg - February 2019
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IPv6 Addressing Space
How much has been allocated to the RIRs?

All IPv6 Address Space
12

RIR IPv6 Prefix

AFRINIC
APNIC
ARIN
LACNIC
RIPE NCC

2c00::/12
2400::/12
2600::/12
2800::/12
2a00::/12

IETF Reserve /1, /2+ 

Global 
Unicast

Unique Local Unicast /7

Multicast /8

IANA Reserve 506 /12s

IANA Reserve /12-

RIRs 5 /12s (October 2006)

6to4 /16

Allocated to RIRs before Oct 
2006     /17, /18+

IETF Reserve /23

Internet number resource status report

/3

/0

/12

Link-Scoped Unicast /10

* NRO, December 2018

Note: Each /12, in IPv6, is a block of 
5.192.296.858.534.827.628.530.496.329.220.096 

addresses
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IPv6 is Mandatory
• Since 2012, IETF requires IPv6 support:

– New implementations
– Updates
– Same or higher quality and functionality as IPv4
– Must support dual-stack, but also work in IPv6-only

• On-going work to make IPv4 “historic”
– Sleeping now, but it will happen
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Global IPv6 Deployment (Google)
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IPv6 World

APNIC, 20th February 2019
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IPv6 by Regions

APNIC, 20th February 2019
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Asia

APNIC, 20th February 2019
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IPv6 Cellular/US

*ISOC/World IPv6 Launch data
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Spanish Government Plan
BOLETÍN OFICIAL DEL ESTADO

Núm. 147 Martes 21 de junio de 2011 Sec. I.   Pág. 65329

I. DISPOSICIONES GENERALES

MINISTERIO DE LA PRESIDENCIA

10786 Orden PRE/1716/2011, de 9 de junio, por la que se publica el Acuerdo de 
Consejo de Ministros de 29 de abril de 2011, por el que se aprueba el Plan de 
fomento para la incorporación del protocolo IPv6 en España.

El Consejo de Ministros, en su reunión de 29 de abril de 2011 y a propuesta del 

Vicepresidente Tercero y Ministro de Política Territorial y Administración Pública y del 

Ministro de Industria, Turismo y Comercio ha adoptado un Acuerdo por el que se aprueba 

el Plan de fomento para la incorporación del protocolo IPv6 en España.

Para general conocimiento se dispone su publicación como anexo a la presente 

orden.

Madrid, 9 de junio de 2011.–El Ministro de la Presidencia, Ramón Jáuregui Atondo.

ANEXO

Acuerdo de Consejo de Ministros por el que se aprueba el Plan de 
fomento para la incorporación del protocolo IPv6 en España

Las tecnologías de la información y de las comunicaciones, en especial Internet, se 

extienden cada vez con mayor amplitud en nuestra sociedad, produciendo la 

transformación de los procesos económicos y actividades sociales y configurando lo que 

se ha denominado sociedad de la información o del conocimiento. Son, asimismo, piedra 

angular de la modernización de nuestras Administraciones Públicas y del modelo de 

relación entre estas y los ciudadanos.

Las direcciones IP constituyen el sistema de identificación que permite que diferentes 

dispositivos conectados a Internet puedan comunicarse entre sí. Las direcciones IP 

desempeñan en Internet un papel análogo al número telefónico en el servicio de telefonía 

tradicional, permitiendo el intercambio de información entre dos o más puntos de la red.

Desde 1981 se emplea el denominado protocolo IP versión 4 (IPv4), que ofrece 

alrededor de 4.295 millones de direcciones únicas de Internet a nivel global. Inicialmente, 

este número de direcciones se consideró que sería suficiente para cubrir todas las 

necesidades previstas para los desarrollos en Internet.

No obstante, aquellas previsiones iniciales resultaron claramente insuficientes debido 

al gran éxito de Internet. En consecuencia, en el año 1998 se desarrolló la siguiente 

versión del protocolo de Internet, la versión 6 o IPv6, que extiende la longitud de la 

dirección IP de 32 a 128 bits, de forma que, el nuevo protocolo IPv6 habilita un espacio de 

direccionamiento IP de 2 elevado a 128, es decir, 340.282.366.920.938.463.463.374.607.

431.768.211.456 direcciones.

La introducción en Internet del nuevo protocolo IPv6 y, consecuentemente, la 

disponibilidad de un número mucho mayor de direcciones de IP con un nuevo formato, 

constituye una evolución tecnológica relevante de carácter global, que afecta a todos los 

países.

El nuevo espacio de direccionamiento IPv6 resulta suficiente para la importante 

demanda de direccionamiento de servicios como la Internet móvil o la «Internet de los 

objetos», en la que multitud y gran variedad de dispositivos estarán identificados, 

gestionados y se comunicarán gracias al protocolo IPv6.

Asimismo, el protocolo IPv6 introduce nuevas funcionalidades y mejoras en las redes 

y servicios que configuran Internet en áreas como la seguridad, la estabilidad, la 

flexibilidad en la introducción de extensiones, la calidad de los servicios, la simplicidad de 

procesamiento en la red, la movilidad o la administración de las redes.
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Colombia Government Plan
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Ecuador Government Plan
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Perú Government Plan
PRESIDENCIA DEL CONSEJO

DE MINISTROS

Decreto Supremo que aprueba la 
formulación de un Plan de Transición 
al Protocolo IPV6 en las entidades de la 
Administración Pública

DECRETO SUPREMO
Nº 081-2017-PCM

EL PRESIDENTE DE LA REPÚBLICA

CONSIDERANDO:
Que, la Ley Nº 27658 - Ley Marco de Modernización 

de la Gestión del Estado, declara al Estado Peruano 
en proceso de modernización en sus diferentes 
instancias, dependencias, entidades, organizaciones 
y procedimientos, con la fi nalidad de mejorar la gestión 
pública y contribuir en el fortalecimiento de un Estado 
moderno, descentralizado y con mayor participación del 
ciudadano; por lo que deviene en necesario mejorar la 
gestión pública a través del uso de nuevas tecnologías 
que permitan brindar mejores servicios a los ciudadanos;

Que, el Decreto Legislativo Nº 604, Ley de 
Organización y Funciones del Instituto Nacional de 
Estadística e Informática, crea el Sistema Nacional de 
Informática, el cual tiene por fi nalidad asegurar que 
sus actividades se desarrollen en forma integrada, 
coordinada, racionalizada y bajo una normatividad técnica 
común, contando con autonomía técnica y de gestión; 
teniendo como competencia la instrumentalización 
jurídica y de mecanismos técnicos para el ordenamiento 
de los recursos de cómputo y de la actividad informática 
del Estado, entre otros;

Que, de acuerdo a lo establecido en el artículo 47 
del Reglamento de Organización y Funciones de la 
Presidencia del Consejo de Ministros, aprobado mediante 
Decreto Supremo Nº 022-2017-PCM, la Secretaría de 
Gobierno Digital es el órgano de línea, con autoridad 
técnico normativa a nivel nacional, responsable de 
formular y promover políticas nacionales y sectoriales, 
planes nacionales, normas, lineamientos y estrategias en 
materia de Informática y Gobierno Electrónico; asimismo, 
es el órgano rector del Sistema Nacional de Informática 
y brinda asistencia técnica en la implementación de los 
procesos de innovación tecnológica para la modernización 
del Estado;

Que, la Política Nacional de Gobierno Electrónico, 
aprobada mediante Decreto Supremo Nº 081-2013-PCM, 
prevé determinados lineamientos estratégicos para el 
Gobierno Electrónico en el Perú, entre otros, el relacionado 
con la Infraestructura, el mismo que busca contar con una 
red informática que integre a todas las dependencias y a 
sus funcionarios públicos, incluyendo hardware, software, 
sistemas, bases de datos, entre otros;

Que, el Plan de Desarrollo de la Sociedad de la 
Información en el Perú – La Agenda Digital Peruana 2.0, 
aprobada mediante Decreto Supremo Nº 066-2011-PCM, 
establece en su Objetivo 1, “Asegurar el acceso inclusivo 
y participativo de la población de áreas urbanas y rurales 
a la Sociedad de la Información y del Conocimiento”, 
disponiendo a su vez, en su Estrategia 7, “Proponer 
e implementar servicios públicos gubernamentales 
que utilicen soluciones de comunicación innovadoras 
soportadas por el Protocolo de Internet v6 (IPv6)”;

Que, el Protocolo IP (Internet Protocol) es utilizado 
para el intercambio de información entre redes o 
dispositivos conectados a la Internet, existiendo a la fecha 
dos versiones de este protocolo, la versión 4 (IPv4) y la 
versión 6 (IPv6);

Que, una dirección IP identifi ca a un dispositivo 
dentro de una red IP, siendo su uso imprescindible para 

la comunicación entre dispositivos, acceso a servicios a 
través de Internet u otros, y conforme a lo manifestado por 
el Registro de Direcciones de Internet para América Latina 
y el Caribe- (LACNIC por sus siglas en inglés) sobre el 
agotamiento de la cantidad de direcciones de IPv4, 
emerge el uso de las direcciones basadas en el protocolo 
IPv6, como mecanismo para asegurar la provisión y 
acceso a servicios digitales basados en IPv6;

Que, para que las computadoras, servidores de 
datos, laptops, tabletas, teléfonos móviles multimedia 
(smartphones) y otros dispositivos se conecten a través del 
Internet, requieren de una dirección IP – Internet Protocol, 
provista por un Proveedor de Servicio de Internet;

Que, mediante la Resolución Nº 180 correspondiente a 
la Conferencia de Plenipotenciarios de la Unión Internacional 
de Telecomunicaciones (UIT), detallada en el documento 
“Actas Finales de la Conferencia de Plenipotenciarios, 
Guadalajara, 2010”, se invita a los Estados Miembros a 
elaborar políticas nacionales para fomentar la actualización 
tecnológica de los sistemas, a fi n de asegurar que los 
servicios públicos ofrecidos a través del Protocolo de Internet 
(IP), la infraestructura de comunicaciones y las aplicaciones 
correspondientes, sean compatibles con IPv6;

Que, en la mencionada Resolución, también se 
invita a los Estados Miembros, a garantizar que, en las 
acciones que lleven a cabo en relación con los equipos 
de comunicaciones e informáticos, se tomen las medidas 
necesarias para que los equipos cuenten con capacidad 
de IPv6, tomando en consideración un periodo de 
transición necesario para pasar del IPv4 al IPv6;

Que, el Registro de Direcciones de Internet para 
América Latina y el Caribe (LACNIC por sus siglas en 
inglés) es la organización responsable de la asignación y 
administración de los recursos de numeración de Internet 
conocidos como IPv4 e IPv6, entre otros, en la región;

Que, LACNIC señala que el agotamiento de las 
direcciones IPv4 en América Latina y el Caribe se 
encuentra en su tercera y última fase, debiendo los 
gobiernos priorizar el despliegue del protocolo IPv6, 
quienes deben asegurar que las acciones que se lleven a 
cabo garanticen que los nuevos recursos TIC cuenten con 
capacidad IPv6, tomando en consideración un periodo 
de transición necesario para pasar del IPv4 al IPv6, 
ello conforme con lo dispuesto en la Resolución Nº 180 
correspondiente a la Conferencia de Plenipotenciarios de 
la Unión Internacional de Telecomunicaciones;

Que, se hace necesario que el Perú propicie un 
entorno que garantice la adopción del protocolo IPv6 por 
parte de las entidades de la Administración Pública ante 
el inminente agotamiento de las direcciones IPv4, de tal 
manera que se asegure la comunicación y accesibilidad 
a dispositivos o servicios que utilizan el sistema de 
direccionamiento IPv6;

De conformidad con lo establecido en la Ley Nº 27658 
- Ley Marco de Modernización de la Gestión del Estado;
la Ley Nº 29158 - Ley Orgánica del Poder Ejecutivo; el
Decreto Legislativo Nº 604; y, el Decreto Supremo Nº 022-
2017-PCM, que aprueba el Reglamento de Organización
y Funciones de la Presidencia del Consejo de Ministros;

DECRETA:

Artículo 1º.- Objeto
Disponer la formulación de un Plan de Transición al 

Protocolo IPV6, a implementarse de manera progresiva 
en toda la infraestructura tecnológica, software, hardware, 
servicios, entre otros, en las entidades de la Administración 
Pública.

Artículo 2º.- Alcance
El presente Decreto Supremo es de alcance obligatorio 

a todas las entidades de la Administración Pública 
comprendidas en el Artículo I del Título Preliminar del Texto 
Único Ordenado de la Ley Nº 27444, Ley del Procedimiento 
Administrativo General, aprobado con Decreto Supremo 
Nº 006-2017-JUS, con excepción de las personas jurídicas 
señaladas en el numeral 8 del citado artículo.

Artículo 3º.- Plan de Transición al Protocolo IPv6
Las entidades de la Administración Pública señaladas 

en el alcance del artículo 2 del presente Decreto Supremo 
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Who is first, why?
• IPv6 deployment is not related to rich or poor
• Neither to ISPs with more users or growing faster
• Or to specific countries
• Etc …

• It is related to when in a country ONE ISP deploys it, the 
others follow …

• Related talk:
– https://conference.apnic.net/46/assets/files/APNC402/An-IPv6-Update.pdf
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IPv6 and Security
• IPv6 is NOT more secure than IPv4

• It depends on how you deploy it

• Non-experts will replicate IPv4 knowledge, which is 
a terrible mistake

• You need to unlearn IPv4 to correctly deploy IPv6
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IPv6 and Government/Enterprise
• Do not follow IPv4 bad practices …
• Start with good training
• You need your own BGP and DNS

– addresses & ASN from the RIR
• Governments may need to consider a nation wide network 

to connect all the public administration units
– Huge savings!

• There is no NAT
– security and address planning, IPAM

• Long-term strategy is not dual-stack (wrong way), it must 
be “IPv6-only”
– Make sure to check apps

*12 steps for IPv6 deployment in governments and enterprises
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IPv6 for ISPs
• Too late for dual-stack
• Don’t buy Carrier Grade NAT (CGN)

– You will need to invest in more IPv4 addresses

• IPv6-only is a MUST *NOW*
– Both fix and cellular networks

• You probably want to have CEs supporting IPv6 with IPv4-
as-a-Service:
– draft-ietf-v6ops-transition-ipv4aas-15 (soon RFC)
– draft-palet-v6ops-nat64-deployment

*12 steps to enable IPv6 in an ISP network
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Secure IoT and SmartCities
• In all the cases, deploy IoT

– only with IPv6
• Security is a must

– You don’t want your network to be used for DDoS
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Thanks !!

Contact:

@JordiPalet (The IPv6 Company):
jordi.palet@theipv6company.com
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What is RPKI and ROA
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BGP - Autonomous System's network

4

To find mis-originating routes, BGP operators need  
correct data

AS 64500 AS 64501

AS 65536 AS 65537

CAIDA’s IPv6 AS Core AS-Level Internet Graph
http://www.caida.org/research/topology/as_core_network/

Allocated ASN 102,398

The 32-bit AS Number Report
http://www.potaroo.net/tools/asn32/



Recent incident

• MyEtherWallet.com
• What observed

• AWS Route 53's prefix originally /23 was announced as /24
• A DNS server in the prefix made forged DNS response for 

MyEtherWallet.com
• The web server has self-signed certificate (EV SSL certificate is used on 

the original server)

• What happened
• $150,000 in Ethereum was sent abnormally

5

• MyEtherWallet、DNSサーバーにハッキング、15万ドル分のETH盗難か
https://jp.cointelegraph.com/news/myetherwallet-warns-that-a-couple-of-its-dns-servers-have-been-hacked

• AWS DNS network hijack turns MyEtherWallet into ThievesEtherWallet - The Register, 2018/4/24
https://www.theregister.co.uk/2018/04/24/myetherwallet_dns_hijack/

Mis-originated BGP prefix was used to 
redirect to a phishing site.



Resource Public-Key Infrastructure
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RIR: Regional Internet Registry

NIR NIR

NIR: National Internet Registry

ICANN/IANA

ISPISP

LIR: Local Internet Registry

RIPE NCCAfriNIC APNIC ARIN LACNIC

192.0.0.0/8

192.168.0.0/16

registry database

End User

192.168.64.0/22

IP address

resource certificate

Lower certificate have small range of IP address.



RPKI and ROA

• Resource Public-Key Infrastructure
• A PKI for certify number resource allocations

• Route Origination Authorization
• Signed object expressing an AS is authorized  by resource holder to 

announce specific prefixes.
• ROA can be used to compare BGP route to find mis-originated 

routes.

7

Registry
（RIR, NIR etc.）

Resource holder

Resource certificate from RPKI

ROA cache server

BGP router

Repository

ROA



Why ROA/RPKI is being 
deployed
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Why ROA/RPKI is getting deployed

• Global BGP routes can be unsecure without tools

• DNS servers, Web sites and other IP nodes on 
Internet could be controlled their connectivity by 
mis-originated BGP routes

• Route Origination Authorization(ROA) - showing 
correct AS number specified by IP holders. It could 
be used to find if a route is correct or not.
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Origin validation - What 
will happen with it
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Origin validation - What will 
happen with it
• Origin validation is done by ROA validating server 

and BGP router (could be very far from IP holders)

• Invalid routes could be dropped or filtered

• Unreachable when BGP route is dropped because 
being different from ROA (but only BGP operators 
can know the reason)
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How to prepare for its 
deployment

- for helping Internet reliable -

12



How to prepare for its 
deployment
• Try and know what will happen when using 

ROA/RPKI

• When unreachable for some specific routes, 
remember to investigate origin validation state

• Consider communication in different NOG
"Be conservative in what you do, be liberal in what you accept" - Jon 
Postel
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What we can do
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What we can do

• Understand adoption rate is not only the indication 
of security

• Encourage communicating between engineers and 
between tech and non-tech persons (includes 
customer supporting staff)

• Spread culture of "mutual help" in BGP and 
Internet without making tie in the rule

15



Who we are?

• Online service provider
• ISP
• Government
• End user
• Engineer
• Researcher
• Developer
• Leader?

16



Conclusion

• Dropping invalid routes using origin validation with 
ROA/RPKI can make unreachable IP networks

• To ease recovery from mis-configured routes or 
ROAs, communication between tech and non-tech 
people will be important

• Encouraging "mutual help" is essential for global 
Internet

17
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