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The CyberGreen Institute is a global non-profit
organization focused on helping to improve the
health of the global Cyber Ecosystem.
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Cyber Health Measurement. Provide a clearinghouse for Advocacy
We measure Risk-to-others. ,.. Risk Mitigation BCPs.

Capacity Building
needs analysis and
impact measurement

Conduct weekly Internet
scans for risk condition data
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We work with partners, including
governments, seeking to address Cyber Risks.
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Recognized as Global Good Practice

presented at GFCE / GCCS conference in New Delhi
https://www.thegfce.com/good-practices/incident-capture-and-analytics

Global Good Practices
November 2017

D/IPLO GFCE

Practice: Establish a clearinghouse for

gathering systemic risk conditions data in

global networks

We assess our personal health based on the try
we receive from doctors. Cybersecurity is like public
CERTs and operators have trusted data — regularly u
about weaknesses in our networks, this helps them

vulnerabilities, preserve cyber-health, and prevent ir

Related thematic areas:

—
f=

Of particular interest to:

Description

Internet networks are replete with systemic vulnersbilities. CERTs and other trustsd
operators require relfisble information about their networks heaith over time. Various
organisations have set up systems to sean networks for vulnerabilities and/or monitor,
cyber-attacks. Many of these sources are open, but their provenance and collection
processes are often opague. To acquire a truly satisfactory picture of the Internet's
behaviour. a clearinghouse is needed that does not simply collect data, but leverages
iits collections to improve the process.

The clearinghouse collects raw data from multiple sources and processes it. in
order to feed into Internet health metrics, Data is collected from carsfully selected
comprehensive data sources, and processed to ensure it is accurate and extensive,
and its biases understood and addressed. It can then be analysed and contextualised
o produce reliable metrics about how healthy the Internet is.

Actors (or who this is for)

The dlearinghouse produces quality data sources that can be used by CERTS, top
level ISPs, and national infrastructure organisations, as well as skilled technical
departments within companies or organisations, and regulators to track the
health of the ecosystam and suggest improvements. It also allows them to use the

Description

Statistically mature and vetted metrics, rather than raw data, should
be presented to the parties in charge of keeping the network clean. The
development and application of statistical methods to data allows for measurement
and contextualisation of key indicators of malicious activity and risk conditions.
Metrics should be normalised transparently. so that users can interpret and use the
data in their own way.

A statistics platform, featuring metrics and data visualisation, allows for the
measurement of key indicators of malicious activity and risk conditions, and enables
analytical insight about pamerns. priorities, and trends for action. Such intelligence
can be used by the CERT/CSIRT community, security sector, corporations, and
organisations. If the metrics are regularly published in reports about the health of the
cyber ecosystem and the mitigation impact. the decision making level — including
CEO= and government ministers — could become more aware and ready to act.

Actors (or who this is for)

Everyone can benefit from obtaining trusted. clear. comprehensible data about the
health of cyberspace
CERT= can uss it to enhance the trust of their partners, to prepare situstional
awareness. and to issue early warnings.
+  Network operators are expectad to monitor the conditions of their networks
and act accordingly. Clear metrics can assist them in identifying risks and rends.
Security departments in companies, institutions, and organisations can likewise
benefit from receiving clear metrics on trends in their envirenment.

w

cleari data along with local proprietary data to generate their

ics to measure and track the ecosystem’s health.

Researchers from multiple communities — academia, CERTs, and industry — are also
involved. They can both benefit from the quality data sources for their research work,

p.31-35: Establish a clearing house for gathering systemic risk conditions data in global networks

p.36-40: Produce and present trusted metrics about systemic risk conditions

p.41-44: Assist with cyber-risk mitigation and keep score of successes
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Key Questions

e Do you know the state of your cyber ecosystem
health of your country?

e Do you know how to improve it? And it’s impact?
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Applying Public Healthcare approach into Cyber

Incidents;
Patients disease counts
e.g. Malaria Patients
counts

nvironmental
Conditions;

Transmission

vector;
’ e.g. level of

untreated swamp
water, Hygiene
level

e.g. mosquitos
counts,




Lack of understanding of State of health, risks and
measurement for Cyber Ecosystem

CDC Cen‘rers for Disease Control and Prevention

S0 24T Saving Lives. Profecling Peopla™

Ebola (Ebola Virus Disease)

T o

2014 West Africa

Top 10 Things Outbreak

neernationsl pablie bealth securily: s globel network of nations) heslth systems a
wohnical partners, fcused om Tour majer arcas of waork, coordinsstod by WEIC "I"ﬂll HEAI‘I‘IIIII HE‘Ed to HI‘IBW ah'ﬂut

Public healthcare analogy

The 2014 Ebola epidemic is the

- ey - A largest in history, affecting
....I -160 ' _ Pl uitisic countrics in West Africa.
i ; 1 Two imported cases, including ome

You can't get Ebola from a handihake or a hug. | 7 death, and two lecally acquired
i i e s . i b s Digecs oo : = cases in healthcare workers were
T-:-p 10 Thlngs *ﬁ:ru Ftne:aull".-I Need to Knn:-w about Ebola reported in the United States.

CDC and partners are taking
* g * * e g precautions to prevent additional

cases of Ebala in the United
States.

SIGMS AND SYMPTOMS FORHEALTHCARE

Symploms may appear WORKERS Latest Outhrea

anywhere from 2 to 21 days Upeated guidance for managing Infarmation

after scposure to ebalavirus., or preparing for Ebola in the LLS. Updated October 27, 2015

and abroad...
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CyberGreen: What we measure

Open DNS

Open NTP

Open SNMP

Open SSDP

Domain Name System (DNS) is a standard protocol that translates human-
friendly host names like www.cybergreen.net into numerical, Internet Protocol
(IP) addresses such as 197.222.126.114 DNS can have an amplification factor
of up to 179. In other words: 1 Byte turns into 179 Bytes in DDOS traffic.

Network Time Protocol (NTP) is standard protocol for time synchronization for
devices on a network, used by servers, mobile devices, endpoints and
networking devices from all vendors. NTP has an amplification factor of 556.9.

Simple Network Management Protocol is for collecting and organizing
information about devices on networks, including cable modems, routers,
switchers, servers, printers etc. SNMP has an amplification factor of 6.3.

Simple Service Discovery Protocol (SSDP) is the standard search protocol for
Universal Plug and Play (UPnP) UPnP is pervasive - it is enabled by default on
home gateways, network printers, webcams, network storage servers, and
“smart home” devices such as thermostats, automated assistants and wireless
home security systems that are part of the Internet of Things (IoT). SSDP's
amplification factor is ~ 30.
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What are open recursive resolvers?

“Open recursive resolvers” are recursive resolvers
(DNS servers) that will send a reply to any IP address

e Even about domains for which that DNS server is
not an authoritative DNS server

Recursion is often on by default when DNS servers are

first set up
*J””J.
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Abuse-able systemic conditions posing
risks to others *including to yourself*

SSDP Amplification Attack

Attacker controlled botnet

targets victim's system UPnP-enabled devices

open to the Internet on
UDP port 1900

with IP =1.2.3.4
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Botnet systems send SSDP requests
(UDP port 1900) using spoofed source
IP of victim (IP =1.2.3.4)

Total size of all requests = 2 Gb
10 Copyright © 2016, CyberGreen
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- Baby Monitors

Printers

Computers

Routers

Cellphones

SSDP replies sent to victim's
systemat IP=1.2.3.4

Amplified traffic
total =61.6 Gb
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Victim's system
IP=1.23.4

Open recursive DNS servers

Open NTP servers

Open SSDP servers

Open SNMP servers

Cyber



DDoS attack against DynDNS
October 21, 2016

- Mirai Bot infected loT devices

- Twitter, Spotify, Reddit, netflix, Wall Street Journal,
Github... and other major services down

EDW Statement on 10/21/2016 DDoS Attack

=
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DDoS case study : Memecached servers,
February, 2018

Biggest DDoS Attack Ever Recorded - The largest recorded attack — peak
of 1.35 Tbps
ALL BORDER Bits per Second
-
Wed, 28 Feb 2018 17:28:00 GMT | - Wea poniZEd misconfigu red

Inbound Bits: 1.35 T

memecached servers
- Targeted GitHub
- More than 2x larger than Mirai
- We should expect more massive

attacks like this — and we should be
prepared
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Why do you have to CARE?

Economic Productivity

* Service interruption or failure of business operations relying on
network connectivity, particularly for seasonal operations

* Time sensitive operations

Brand
 Loss of reputation with customers and partners

Technical
e Network service interrupted

e |[solation of victim network by network providers from the rest
of Internet to mitigate collateral damage to other customers

Financial
e Loss of business resulting from service interruption
e Cost of specialized DDoS mitigation services
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Global View
http://stats.cybergreen.net
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Senegal Overview

Week of April 23, 2018 - April 29, 2018

DDOS

Potential
Country Open Recursive DNS QOpen NTP Open SNMP Open SSDP Open CHARGEN TBit/sec @

1,144 1,136 136 278 N/A 1

e Open DNS is the biggest problem area, followed by open NTP

Let’s compare Senegal to other African countries...
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Compare with Senegal, Angola, Tanzania, Ghana

Total Potential DDoS Bandwidth

#131

1 Al

z \
SN 524205

L
U
2 Angola gRexElr)
B 1 Tanzania ;
F
Senegal [GILir:p,
0 .
2014 2015 2016 2017 20
Apr 2018
Senegal Ghana - Angola - Tanzania - | Select acountry ™
ﬁ Simple counts ™ Trend
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A note on methodology

CyberGreen’s v2.1 metrics report risk to others in terms of “How bad
could it be?” This means that CyberGreen v2.1 metrics factor in the
scale potential for amplification by protocol by node. Whereas the
v2.0 Index is a rank order by the size of the unmet mitigation need,
the v2.1 Index is a rank order by the size of the DDoS that could be
mounted from the countr?/, the AS, or the alternate entity should all of
their nodes currently available to attackers were to be used in a single
attack. In short, the v2.1 Index measures “offensive potential” — with
the obvious caveat that we do not mean intentional offense but
rather the degree to which the country, the AS, or the alternate entity
can be made to engage in offense whether it wanted to or not.

Note: This formula for offensive potential does not take into account
maximum upstream speeds of the observed unit. Our metrics experts
at CyberGreen are currently discussing development of metric Version
2.1.5 to address this.

17 Copyright © CyberGreen 2016 All Rights Reserved. O;P'ﬂ/oc U be r



Compare with Senegal, Angola, Tanzania, Ghana

Open DNS

OPEN RECURSIVE DNS | SENEGAL #104
il

10k

Sk Angola m

Senegal ghl:z}
Tanzania \
0 Ghana [0
2015 2016 2017 2054
Apr 2018

Senegal Angola - Ghana - Tanzania - | Select acountry ™

Count of Vulnerable Devices

ﬂ Simple counts ~ Trend
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Compare with Senegal, Angola, Tanzania, Ghana,
Nigeria
Open NTP
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Compare with Senegal, Angola, Tanzania, Ghana,
Nigeria
Open SNMP
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Compare with Senegal, Angola, Tanzania, Ghana,
Nigeria
Open SSDP
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ASNSs/ISPs in Senegal



So let’s look at Senegal’s ISPs

An Autonomous System Number (ASN) is a number
used by network operators to uniquely identify an
independent IP network that has its own routing
policies

*Senegal has 10 ASNs assigned to 4 Network
Operators (most of whom are ISPs)

*And not all are equal...
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Let us examine performance of best
practice deployment of network equipment

In each case let’s ask:
OWhat has caused an improvement

OWhat has caused a worsening of “polluted”
deployments

&8 Cyber



Comparison across 4 Senegalese ASNs

Open DNS

.|III].
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Comparison across 4 Senegalese ASNs
Open SNMP

SOMNATEL-AS Automomous System
1000 _
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Comparison across 4 Senegalese ASNs
Open NTP

EONATEL-AS Autonocmous System SONATEL-AS A, Bise .-IIII.

800 Annotations

SUDATEL-SENEGAL

Count of Yulnerable Devices

Tigo

G600 ARC-Informatique

400 /‘[J

200

rigo {3
SUDATEL-SENEGAL
0 e ————
ARC-Informat...
Jul 2014 Jan 2015 Jul 2015 Jan 2016 Jul 2016 Jan 2017 Jul 2017 Jan 2018 m

8344 | SOMATEL-AS Autonomous System 37196 | SUDATEL-SEMEGAL hd 37288 WACREN il 37649 | Tigo hd 32780% | ARC-Informatique il ]

27 Copyright © CyberGreen 2016 All Rights Reserved.




What can be done?

LIDEN Salid LHOWNIOEO LIDED & ) L0 1ddl IDEN LS Lownload Spambotl

Download CyberGreen Mitigation Materials at
http://www.cybergreen.net/mitigation/

Mitigation approaches:
- How to identify your vulnerable servers/devices across your network

- How to find hosts running under risk conditions

- Step-by-step actions (e.g. update devices, reconfiguration, block
certain protocols, disable services, implement certain BCPs)

- How to verify your fix
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Country level analysis report

CgberGreen ‘,@"CgberGreen ..@"Cgber&een
Country Report: Canada Country Report: Canada Country Report: Canada
Country Overview ntry ISP Analysis
Population: 36,200,000 B B _ CyberGraen performs intermet seans and collects and analyzes data for four open recursive protocols (NTP, DNS,
‘With respect to is global standing, Canada’s cyber health state can be further contextualized by doing 2 <SDP, SNMP) commenly used to seeute Diios reflection attack
. comparison against other countries with similarly-sized populations. For this analysis, 3 comparative
“ Area: 9,984,700 sg km N -
b analysis has been conducted between Canada, Argentina, and Poland. The following rankings and charts provide insight into the Canadian 1SPs that host the greatest number of those
n recursive protacols. CyberGreen ranks the top 20 1SPs that hest thess protocols. The top 10 are visualized in
GDP: $1,525.76 billion jyripviat Cybe op prot e
Autonomons Systems: 1,899° . "
B Major DNS Contributors
Internet Service Providers: 447 #
&
2 2%
. F Rank Isp Count
[Pv4: ~76 million F 1 OVHSAS mm 2% = OVH SAS
2 Terabyte Dot Com inc. 15816CIoud g, S 2%
I d N 3 Fronties Communications of America, Inc. 10858 Tedn /_
ntroduction 4 iWeb Technologies Inc. 10235 Clowd (|
Jon 2014 2014 Tors 2015 1A 2019 R 2016 2 1% Ton 2017 2l 2017 5 CIK Telecom INC w1t || O W Tera-byte Dot Com
6 Mgt Hoting Strvic . 1614 Clowd, | Ine.
7 Bell Canada o 1354Telen
CyberGreen seeks to improve cyber health through research, metrics and outreach. Our modern & Inrﬁnt—-u-i:l_bm:-d-m e 1233 Cloud = Frontler
economy is highly dependent on the Internet, whichiitself is dependent on information and network . P — 8  Globolech Communications 225 loud Communications of
security. Threats to the Internet's security and stability can have effects on the global econamy. sy @ Opan Rowurchre 10 Shaw Communications inc. 1178 Tedea ! America, Inc.
. 11 Regers Cable Communications nc. 1036 Teken | '
) \ arsde 12 Saftcem Technolagy Cansulting Inc. 285 Cloud = iWeb Technologies
Only via repeatable measurements can we identify risks to g!nhal cyber health and address these. = — e ne
C makes data mulable_to n : teams, policymakers, CERTs and 34, Wichinotine Tbcan Lo &\ BETeken
CyberGreen's users so that they can take collective action on it. Soind 15 idigital Internet Inc. o 17 Clond
16 DISTRIBUTEL COMMUNICATIONSLTD. | P08 Tedeo o CIK Telecom INC
CyberGreen will achieve this by conducting weekly internet-wide scans of publicly accessible 1Pv4 hosts, 17 Intermet Access Solutionslid. . 627 Clowd
in search of apen BNS, SNMP, SSDP and NTF servers. If left unmitigated, these open servers can be used As the graph and numbers above show, Canada has a higher DDO3 score relative to A 18 TeraGo Networksine. | 566 Cloud.
as infrastructure for launching Distributed Denial of Service (DDoS) attacks by malicious actors, Any and Poland. This result is largely driven by the larger number of NTP servers that Canada operates. NTP is 19 Egate Networkslne, 544 Cloud.
DDeS attack has hundreds of victims — the target, and the hundreds of owners whose resources are an infrastructural protocol, and has a high amplification factor, making it an attractive refiector. Canada 20.. TS bx. L T 464 Clomd.
hijacked for the attack. likely aperates this large NTP infrastructure as a side effect of their large population of cloud providers, a
function of being a wired and wealthy country with a mature Intemnet infrastructure.
Attackers are continuously improving their craft. Ten years ago, resources combined into networks of The rankings in the figure above can be used by policymakers and network operators to lsunch a
controlled bots. Now, attackers use reflectors — legitimate servers that are tricked into sending traffic to The high SSDP number in Argentina may correlate with its relatively young Internet infrastructure, targeted mitigation campaign with the cooperation of highly ranked ISPs.
a target. although more analysis of Argentina would need to be done to concretely reach a conclusion an this.
ions for focused mitigation efforts would look different in Canada and Argentina Of the 4 open protocols that are scanned by CyberGreen, DNS is the most prevalent of those risks in
CyberGreen's mission is to encourage various stakeholders, using robust data and metrics, to take [Eiven the numbers seen in the table. Canada. Of the 115,000+ open DNS servers nationwide, over half of them are hosted by the top 5
efforts to mitigate the risks that are presented in this report. The ultimate goal is a healthier Canadian organizations listed above. The providers listed are primarily dominated by colocation and cloud
Cyber Ecosystern which, in turn, leads to a healthier global Cyber Ecosystem. Mitigation, therefare, is not necessarily a “one size fits all” approach and requires a needs analysis like this services, implying some degree of centralized management and the potential for solutions such as
to better understand the areas of improvement for each country. BCP3S.
Once the problem areas are understood, the next step in conducting a national mitigation campaign Furthermore, amang the top 10 highest contributars to Open DNS, the top 5 ISPs host 90% of open
should include an analysis of the ISPs that host the greatest number of open servers, determining their recursive DNS servers. Collaboration and cooperation among these 5 ISPs, national regulators,
owners, and encouraging those owners to enact more rigorous defenses. I and other could result ina tial reduction of potential DDoS
infrastructure.
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The public policy challenge

Market failures are resulting in network operators and
device manufacturers not being incentivized to ensure
improved cyber security practices in their operations.

The result is a large global base of vulnerable
computers, modems/routers and Internet of Things
devices which can be manipulated by Cyber criminals.
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Communications regulators and/or
CERTS should:

Utilize publicly available data on network risk
indicators to engage ISPs to encourage better device
deployment processes and operational decisions.

Encourage the adoption of the Internet Society’s
Mutually Agreed Norms for Routing Security, or
MANRS (https://www.manrs.org) by network
operators.
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