CYBERSECURITY

ECH ACCORI

CTING USERS & CUSTOMERS EVERYWHERE

RITY AWARENESS IN THE
ALTH OF/NATIONS
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CYBERSECURITY TECH ACCORD PRINCIPLES.

We will protect all of our users and customers everywhere.

We will oppose efforts to attack innocent citizens and enterprises from anywhere.

We will help empower users, customers and developers to strengthen cybersecurity

protection.

We will partner with each other and with likeminded groups to enhance cybersecurity.
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TECH ACCORD
BREAKDOWN

Total Signatories: 145
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CYBERSECURITY TECH ACCORD
AND THE UK FOREIGN &
COMMONWEALTH OFFICE (FCO)

The Cybersecurity Tech Accord recently released a report with
the FCO which is intended to:

1. Explore the state of cybersecurity awareness in the
Commonwealth of Nations,

2. Provide industry guidance on cybersecurity awareness
programs, and

3. Highlight current cybersecurity awareness activities in the
Commonwealth

These types of awareness programs, and multistakeholder
collaboration, are more important now than ever.

CYBERSECURITY

AWARENESS

IN THE COMMONWEALTH OF NATIONS

A PROJECT BY THE CYBERSECURITY TECH ACCORD
AND THE U.K.'S FOREIGN & COMMONWEALTH OFFICE
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THE COMMONWEALTH OF NATIONS
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* 53 member-states, across 6 continents .
\
« Some of the most advanced economies — k) N
Australia, Canada, and Singapore
« Many emerging economies from Oceania, Asia,
Caribbean
w

« Some of the largest populations — India’s 1.3
billion people

« Some of the smallest countries — Vanuatu, St.
Kitts & Nevis, Kiribati

« Wide diversity, with a robust network for cultural
and economic exchange



CYBERSECURITY CAPACITY AND AWARENESS IN THE XE%%RD

COMMONWEALTH OF NATIONS

The diversity of the Commonwealth of Nations characterizes its cybersecurity preparedness as well.

Commonwealth (GCI) "commitment" ratings

. High . Medium . Low

Figure 1: Data from GCI 2018 Draft Report.
https://www.itu.int/en/ITU-D/Cybersecurity/
Documents/draft-18-00706__Global-Cybersecurity-
Index-EV5_ print_2.pdf
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Figure 2: Data shared by ITU from 2018 Survey



CYBERSECURITY CAPACITY AND AWARENESS IN THE

COMMONWEALTH OF NATIONS

Countries of any development level can promote cybersecurity awareness.

GCI score and national income levels (per capita) in the Commonwealth
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Figure 2: Based on data from the GCI 2018 Draft Report and World Bank data on national
income levels. https://data.worldbank.org/indicator/NY.GNP.PCAP.CD

Less than 1/3 of

Commonwealth

Nations

have recognised
Cybersecurity
Awareness Month
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Cybersecurity Awareness Month recognition by Commonwealth region
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Figure 5: Data from independent research and survey conducted in 2019 (full list of nations
recognising NCAM in Appendix)




QUALITIES OF EFFECTIVE AWARENESS PROGRAMS XE%%RD

The Cybersecurity Tech Accord recommends cybersecurity awareness programs try and include
as many of the following 5 characteristics as possible:

Threats evolve quickly alongside each new innovation, so awareness
Up-to-date campaigns need to stay current.

. Cybersecurity is not a task to be completed, but something that must be
Recursive continually reinforced to build culture.

OO

. Everyone benefits from greater cybersecurity awareness, with some
Inclusive demographics often particularly in need
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. The ways in which we use modern technology and the way we learn new
Culturally responsive  information is heavily influenced by local customs and cultures.

. The technology industry in particular are critical partners as they are
Multistakeholder responsible for building and maintaining the technology in the first place.
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CYBERSECURITY AWARENESS MONTH — OCTOBER A

An annual public campaign, recognized now in dozens of countries, setting aside the month of
October to focus on educating citizens about how to stay safe online.

While it is just one approach, it effectively captures the 5 principles of an effective program

S i @ X

:
StaySafe®nline
Powered by: National Cyber Security Alliance NCSAM STAY SAFE ONLINE KEEP MY BUSINESS SECURE GET INVOLVED Q

Get Cyber Safe Canada

Cyber Security Risks v | Protect Yourself v | Protect Your Business v | Digital Citizenship v | Resources v | Blog v

National Cybersecurity

Home = Resources = *

!, Awareness Month

“ ’ Activities Resources ~ National Campaigns About ECSM Partners Contact
October 2019 Tmmmmm 0000 el DI D
Themes f ooy

4 Staying secure online

simple steps to take t
highlight different asp October is CyberSecMonth

oW B
e st [T 2019

National Cybersecurity
h

>
l - f pRoTeCT: 8 1) B ¥ CISA

1 4 ] ]
E i L
| i 3
'
.
b
The NCSAM 2019 Toolkit is a comprehensive guide to make it easy for you and your organization, regardless of size or industry, to
engage and promote the core theme and critical messages leading up to and throughout October. Use the guide and the resources
below to help you engage your stakeholders and promote positive, lasting cybersecurity habits.

OWN IT. SECURE IT. PROTECT IT.
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CHECK OUT THE FULL REPORT!

https://cybertechaccord.org/uploads/prod/2020/
03/TechAccord-awareness-06.pdf

Includes dozens of case study examples and a
breakdown of awareness initiatives across the
Commonwealth.
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