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Internet

DMZ Ext.

Future Projects

CSIRT LAN
(SOC, Lab, crisis room...) LN

This segment will be
/ exposed to the Internet.

Future Projects
(SOC, Lab, crisis room...)

Investigation &
Development

If the CSIRT opts for hosting

public services (mail, web,
etc.) in its facilities, services
must be hosted on servers

Firewall Workstations and
equipment of the CSIRT
office will be hosted here.

N

in this segment. This
segment will publish services
Operations to the Internet.

Training room

/) -\

IT Support Logistics area Testing DMZ Int.
The CSIRT should maintain
a firewall to segment its
network into at least five
Reception zones: Internet, external
DMZ, Internal DMZ, Testing
and the CSIRT LAN. Five
separate zones is a starting
Management Coordination poing the complexity and
number of security barriers
This segment will be will increase as the CSIRT In this segment the CSIRT
used for testing software, grows and matures. will house internal services,
malware, and potentially file servers, ticketing
compromised or unreliable systems, or tools for CSIRT

@ IT Facilities and Infraestructure

equipment. This area exists
to perform tests on equip-
ment or software without
compromising the rest of
the CSIRT infrastructure.

use. This segment will not
publish services to the
Internet, but only to the
CSIRT LAN.
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Computers and servers

Institutional Web Server

This server contains the institutional site
where all public, non-sensitive information
on CSIRT issues, including alerts, newslet-
ters, contacts and incident reporting forms
are located.

Institutional Mail Server

This server is in charge of communica-
tions via CSIRT email and stores the CSIRT
e-mailboxes.

Intranet Server

The purpose of this server is to facilitate in-
formation exchange between CSIRT staff. It
stores data relevant to the team and pro-
cedures, incident response techniques,
best practices, operation manuals, incident
documentation and other information of
interest.

File Server

This server is used to store the team'’s dig-
ital files, which should stay online and be
published within the CSIRT facilities.

Server backups

This server is tasked with backing up infor-
mation from all CERT systems and work-
stations. Offsite vault backups are generat-
ed from this computer.

DNS Server

This server is responsible for name resolu-
tion of CSIRT infrastructure.

CSIRT software systems include the following:

Monitoring Server

Active monitoring of systems is imple-
mented on this CSIRT server, including:
monitoring of government portals, CSIRT
proprietary monitoring and active vulner-
ability detection systems. It is recommend-
ed that monitoring consoles be visible for
all CSIRT staff.

Hub and events correlation

The role of this server is to concentrate all
CSIRT systems audit trails, implemented
monitoring systems and sensor network
deployed by it. This server performs event
correlation and alerting.

Log system and incident tracking

This is perhaps the most important of the
CSIRT's servers and is committed to keep-
ing records and tracking CSIRT incidents. It
records reports of incidents received, com-
munications flowing into and out of the
CSIRT related to incident response, and is
used to check the status of the technicians
involved in an incident response. It also
serves as a source of knowledge to the
team. Each email sent to the incidents@
cert.xx box as well as the completed forms
on the CSIRT website will automatical-
ly generate a ticket in the management
system. The triage manager will use this
system to assign incident handlers to a
particular ticket and close incidents at the
appropriate time.

IT Facilities and Infraestructure

Computers

CSIRT staff must have laptops that are used exclusively for work functions.

[ ]
]

Telephones

The CSIRT has direct access to telephone services, fixed line, IP telephony
and mobile phones that allow it to make local and international calls as
required to operate.

Fax

It is recommended that the CSIRT have an exclusive-use FAX machine
within the CSIRT facilities in order to prevent any fax with sensitive infor-
mation from being seen by unauthorized personnel.

Shredder

The CSIRT must have a shredder that allows it to destroy sensitive print-
ed and CD information. This shredder can be shared with other mem-
bers of the organization outside of the CSIRT, but the destruction of ma-
terials should be performed by the CSIRT staff, or as indicated in the
information destruction policy.

Portable logical storage

During incident response, it is often necessary to use external drives or
flash drives to store information. The CSIRT should have at least four 2TB
external drives and five 32GB flash drives.
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@ Operational polices
and procedures

CSIRT policies are central to its operation. They are
guidelines to be followed by its staff in performing
operations and reflect the guidelines of the CSIRT
sponsors, govern the operation and activities of the
response center, and ensure the confidentiality,
availability and integrity of the CSIRT information
and resources, as well as the quality of its services.

The policies of a CSIRT, in addition to serving as
a guide for its employees and target community,
are useful resources for members of the target

community, since they detail when a CSIRT provides

what type of services and how it maintains and
protects the information it manages.

FIRST, the largest international forum of CSIRTs in
the world, has the following minimum mandatory

policies for a CSIRT that wishes to become a member

of the community.

Mandatory Minimum Policies

Information Classification Policy

This policy defines how the CSIRT clas-
sifies information and differentiates
between secret, sensitive, confidential and
public information.

Information Protection Policy

This policy defines how to protect infor-
mation according to its assigned.

Information Retention Policy

This policy defines how long the CSIRT
should keep records or other information
in its possession.

Information Destruction Policy

This policy defines how the CSIRT destroys
information, records, media, devices, etc.
to ensure that information is protected
when its life cycle or the media containing
it comes to an end.

Information Disclosure Policy

This policy should specify how and when
the CSIRT may share or distribute infor-
mation internally or externally.

Policy on Access to Information

This policy establishes who can access
CSIRT information, taking into account
CSIRT staff, members of the target com-
munity, or personnel from the CSIRT's
parent organization (if it has one).

Appropriate Use of CSIRT
Systems Policy

This policy defines the acceptable use of
CSIRT equipment and resources, specifi-
cally how, when and for what facilities and
equipment can be used.

Definition of Security Incidents
and Events Policy

This policy outlines the criteria that deter-
mine the definition of a security event or
incident and the classification of each by
type and severity.

Incident Management Policy

This policy should define how incident
management occurs, including the type of
incidents the CSIRT will answer, accept-
able response times, procedures to be
applied, etc.

Cooperation Policy

This policy defines what other entities the
CSIRT will cooperate with and how it will
do so, particularly other incident response
teams.

Other Policies

In addition to the minimum policies re-
quired for a CSIRT, there may be others
in order to improve the quality of services
and the operation of the Center:

* Internet Use Policy

+ Incident Reporting Policy

+ CSIRT Communication Policy

+ Training and Education Policy

+ Personal Computer Security Policy

+ Computer Network Security Policy

+ Email Use policy

+ Mobile Device Use Policy

+ Telecommunications Equipment
Security Policy

+ Backup Policy

+ Segregation of Roles Policy

+ Change Management Policy

+ Password Policy

The annexes contain more policy examples.
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Formal Closure occurs when all the information
generated in the CSIRT establishment process,
including its completeness, is analyzed and verified.
After the closure process is complete, the National
CSIRT will be formally established.

Upon closing the establishment process, the CSIRT Project Manager will have:

+ Alist of stakeholders
+ Statements of establishment of the CSIRT
(Mission, Vision, services, etc.)
+ Legal documents for the creation of CSIRT
+ Physical facilities, leases, etc.
+ Hired and trained human resources
+ Operations Manual with policies and procedures
+ Technological infrastructure and respective support contracts

In addition, other documents are drafted during the establishment phase, including defini-
tion of scope, timeline and budget. The project team should be convened for a debriefing
session to discuss lessons learned and where the process might be improved upon.

Finally, with all the information generated, it is essential to make a closing report containing:

+ The overall objective of the project

+ Activities performed

+ Performance of the project (scope, timeline, budget)
+ Lessons learned

* Future Recommendations

This report will be attached to the project documentation and it will give formal closure to
the project.

Formal Completion of Activities

During planning, the Project Team establishes clear steps to be completed during project imple-
mentation. Each of these has a clear indicator of completion, such as “Trained Human Resourc-
es.” To record the activity as formally completed, the project team must verify that all necessary
staff received the training and then collect appropriate documentation. Similarly, all contracts
and service agreements must be verified and have legal approval and necessary documentation.

Finally, the closing report should be approved by the project sponsor in order to complete
the implementation phase of the CSIRT.

2nso1 ()
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Sample Acceptable Use Policy

OBJECTIVE

The purpose of this policy is to establish acceptable and unacceptable uses of the elec-
tronic devices and network resources that belong to CSIRT-XX. It has been drafted to
conform with established legal, and ethical norms, and relies on trust, integrity, and trans-
parency of the activities of the CSIRT.

CSIRT-XX operates computing devices, networks and other information systems in order
to carry out its mandates, objectives and initiatives. All such devices must be managed
responsibly to maintain the confidentiality, integrity and availability of information assets
that CSIRT-XX has in its possession or works with.

This policy requires users of the devices and network resources to accept and comply
with the policies defined, so as to protect CSIRT-XX, its personnel, its operations, and its
partners, from damage and lawsuits.

SCOPE

All employees, contractors, consultants, interns and others who work directly or indirectly
in CSIRT-XX, including all personnel affiliated with third parties, must comply with this poli-
cy. This policy applies to information assets that are owned or leased by CSIRT-XX, or to de-
vices that connect to CSIRT-XX's network or that are hosted on a site belonging to CSIRT-XX.

In extenuating circumstances, exceptions may be approved by CSIRT-XX management
that would contravene this policy. Any exceptions must be formally approved in writing
and include a justification and evaluation of possible risks of such an exception.

STATEMENT
OF POLICY

General Requirements

As an employee of CSIRT-XX, you are responsible for exercising good judgment regarding
the appropriate use of CSIRT-XX resources in accordance with the policies and procedures
established by the CSIRT-XX. CSIRT-XX resources may not be used for illegal purposes or
that are in violation of CSIRT-XX's Ethics Policy.

System Accounts

You are responsible for the security of the data, accounts and systems under your control.
Keep secure passwords and do not share your account information or password with any-
one, including other staff members, relatives or friends. Facilitating access to another per-
son, whether intentionally or due to failure to ensure access is a violation of this policy. You
must maintain a level of user and system passwords according to the Password Policies.

You must ensure, through legal or technological means, that the information with which
you work remains under the control and management of CSIRT-XX at all times. Storage,
access, or use of confidential information in environments or applications run by a third
party or not directly operated or controlled by CSIRT-XX is prohibited. This includes devic-
es that are maintained by third parties with which there is no contractual agreement in
place. This specifically prohibits the use of an email account that has not been provided
by the CSIRTxx to exchange information owned by the CSIRTxx.

Computer assets

You are responsible for ensuring the protection of the assets you were assigned by CSIRT-
XX. This includes the use of computer lock cables and any other security devices. Laptops
that are left overnight at the CSIRT-XX should be placed in a locked drawer or a cabinet.
Any theft or loss of equipment must be reported to CSIRT-XX management immediately.

All personal workstations and devices must be secured with a password protected screen
saver, and you must lock the screen or log out when the workstation or device is unat-
tended. Moreover, the the autolock function should be activated as set in the workstation
setup procedure. Any devices you connect to the CSIRT-XX network must meet the Mini-
mum Access Policy.

Internet and Electronic Communications Use

You are responsible for the security and proper use of network resources and tools under
your control. Itis strictly prohibited to use resources in such a manner that they:

+ Cause a security breach or violation in one or more CSIRT-XX network resources;

+ Cause a service interruption to one or more CSIRT-XX network resources;

+ Violate the provisions of copyright law;

+ Violate established security policies of local laws;

« Support any illegal activity, including by transmitting or aiding in the transmission of
material that violates policies that protect confidential or proprietary information; and

« Misrepresent, obfuscate, delete or replace a user identity in any electronic communica-
tion in order to mislead the recipient about who the sender is.

Finally, you must exercise good judgment to avoid misrepresenting or exceeding your
authority in representing the views of CSIRT-XX to the public.

APPLICATION

An employee found in violation of this policy or any other CSIRT-XX policies is subject
to disciplinary action, possibly including termination of employment. A violation of this
policy by a temporary employee, contractor or supplier may result in termination of the
contract or assignment with CSIRT-XX.

SIXINNY
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Disclosure Policy
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OBJECTIVE Define how and what information can be disclosed to whom and under what circumstances,
including stakeholders, partner CSIRTs, other government bodies, or even other members
of CSIRT-XX. The way information is shared will be done according to its level of classification.

SCOPE All information held or generated by CSIRT-XX.

STATEMENT Public Information

OF POLICY

Disclosure of public information is authorized, though it must be disseminated through chan-
nels established and managed by the communications or public affairs unit of CSIRT-XX, and
done in accordance with that unit's procedures.

Classified Information

Classified information may only be disclosed when authorized by the Director of CSIRT-
XX or his or her designee. In all cases, a non-disclosure agreement shall be signed which
holds that any recipient of classified information be duly notified of the classification of
the information they are receiving.

Classified Information for Community Use

Information that is classified but still approved for dissemination within the community is a spe-
cial kind of information. All considerations previously mentioned still apply, except that disclo-
sure to certain members of the target community will be authorized by the Director of CSIRT-XX.
Confidential information

CSIRT-XX and its personnel will not disclose confidential information. If for operational
reasons it becomes necessary to share confidential information with third parties, you
shall seek the consent of the owner of the information, who may authorize disclosure
or not. If the owner authorizes it, the recipient shall be required to sign a non-disclosure
agreement either provided by the owner of the information or the CSIRT.

Secret information

Under no circumstances will CSIRT-XX disclose secret information by law.

Incomplete/Unfinished Information

Information that is in a state of preparation that does not contain sensitive information
may be disclosed individually following the guidelines defined for this purpose.

INTERNAL DISCLOSURE

Within the CSIRT-XX team there shall be no limitations on information disclosure and shar-
ing, unless made at the express request of the Director in regards to a specific action. As
part of daily operational requirements, the CSIRT-XX will disclose certain information to
the members of the organization. Any disclosure should take into account established
procedures according to classification of information in question; disclosure of sensitive
information must be authorized by the Director of CSIRT-XX or his or her designee.

LEGAL ASPECTS

CSIRT-XX will comply with all national legislation or organizational policy in responding to
all third party requests for information. Such requests for information should be made
through CSIRT-XX's legal department of advisor.

ORDERING
INFORMATION

Incident Response Groups

Cooperation and information sharing with other incident response groups is vital to the
operation and survival of CSIRT-XX and the greater national and international community
of computer security incident response teams. As much information as possible will be
shared with other response groups, in accordance with this policy, evaluating each case
individually and with the permission of the Director of CSIRT-XX or his or her designee.

Press

Communication and liaison with the press will be coordinated and performed solely by
the designated spokesperson of CSIRT-XX, with prior approval of the Director of CSIRT-XX
or his or her designee. When contacted by any representative of the press, all members of
CSIRT-XX will refer requests to the spokesperson, indicating that they are not authorized
to disclose information and will not disclose any information under any circumstances
regardless of the classification of the information involved.

MEDIA RELEASE
OF SENSITIVE
INFORMATION

When necessary, sensitive information shall be disclosed in such a way so as to prevent
access to it by an unauthorized third party.
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Incident Response Forms

@ Defacement Incident Response Form

DEFACEMENT INCIDENT RESPONSE FORM

GENERAL INFORMATION

FOLIO: _
Mame: Position:
Office: Contact Phone No:

Institutional e-mail:

‘Personal e-mail |optional):

Date and Time of Report:

Brief description of the facts:

Agent of the Case or Incident:

Operating System:

GEMERAL INFORMATION OF THE COMPROMISED EQUIPMENT

Hard Drive Capacity:

RAM Capacity:

MNetwork Interfaces (add IP addresses):

Kernel Version:

Time Zone of the Compromised System;

Additional Information:

DEFACEMENT INCIDENT RESPONSE FORM

INFORMATION FOR ANALYSIS

1. Put the URL of the compromised site;

2. Take a screenshot of the compromised system (if it is stil possible o retrieve such

evidence) and save it as a jpg file.

3. Save the records of the compromised web serverin a TXT file (at [2ast two days before the
incident was registered and two days afler, if applicable) and compress it with a .zip

extension, entering the password "defacement2014”.

4. Il applicable, send the handler and the version of the Dalabase:
Send the list of updales installed on the compromised server, This updates list can be
abtained with the aid of a tool. Save the file where the list is generatad.

3, Additional Information (opticnal);

7.- Send the information gathered as attachments via email to the account of your national
incident response team along with this form, indicating the email subject as “defacement
incident folio: XXX"where XXX is the folio assigned to this incident.

92
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@ Unit Linux Intrusion Detection Incident Response Form
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UNIX LINUX INTRUSION DETECTION INCIDENT RESPONSE FORM

GENERAL INFORMATION

UNIX LINUX INTRUSION DETECTION INCIDENT RESPONSE FORM

INFORMATION FOR ANALYSIS

FOLIO:
Name: Position:
Office: Contact Phone No:
Institutional e-mail: Personal e-mail (optional):
Date and Time of Report: Agent of the Case or Incident:
Brief description of the facts:
GENERAL INFORMATION OF THE COMPROMISED EQUIPMENT
Operating System: Hard Drive Capacity:
RAM Capacity: Network Interfaces (add IP addresses):
Kernel Version: Time Zone of the Compromised System:

Additional Information:

Run the following commands and save the results to a TXT file.

Command

Description

Identification of the operating system

uname -a

hostname

Iscpu

Isb_release —a

RedHat: cat /etc/redhat-release

date

who -b

df -h

hdparm [/dev/DISCO]
dmes | grep hd

fdisk -l

free —o -m

smbclient -L nom-equipo

Red Hat: net —| share =S nom-
equipo

dumpe2fs -h /devisdal | grep
created

Is -lct /etc/ | tail -1 | awk ‘{print
$6. $7, $8}’

Red Hat: install.log

Mount

Provides: Name, version, date and time of
installation

Name of equipment
Kernel information

Displays distribution and system version

Current date and time of the system (option —u
shows universal time zone)

Date and time the system was started

Hard drive information

List of partitions per disk (root)
State of RAM and SWAP memory

See which shared resources are on the
equipment

Date of operating system installation (root)

The install.log file provides information on when
the OS was installed

Devices mounted on the system
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UNIX LINUX INTRUSION DETECTION INCIDENT RESPONSE FORM

df
Red hat: /etc/mtab

Iproc/mounts

dd if=/[dev/imem of=direc- Generates a copy of RAM memory
destino

objdump [Binario] Obtains information of a binary
fsstat -f linux-ext2 General image information

[Rutalmagen.dd]

Xxd [Imagen General image information
Creacion de Imagen

dd Clones partitions or hard drives

EnCase Forensic tool that helps create images

FTK Imager Forensic tool, helps create images
Information of applications and services

ps -fe System processes (option -fe is used for
standard syntaxes)

dpkg -l Installed applications and updates

Red Hat: rpm -ga

service --status-all See system services

Network Information

ifconfig -a Network Interfaces, IP addresses, netmask and
gateway

netstat -nap Active connections list on the system

arp -a Relation of IP with MAC Address

Iptables —L Firewall configuration (root)

Red Hat: /etc/sysconfig/iptables

letc/sysconfig/ipbtables

UNIX LINUX INTRUSION DETECTION INCIDENT RESPONSE FORM

Isof -i Files open on the network (root)
findsmb NetBIOS configurations
letc/resolv.conf DNS Servers

User Information

cat /etc/passwd List of users registered in the system

w Active users in the system

last Last users that used the system

cat /etc/passwd User files, groups and passwords (to view them

you should have administrator privileges)
cat /etc/group

cat /etc/shadow

whoami Current system user

1. Copy the file records listed below (when applicable) to a TXT file:

* /var/log/auth.log (for Operating System: DEBIAN, UBUNTU, LINUX MINT)

* /var/log/secure (for Operating System: RED HAT, FEDORA, CENTOS)

e /var/log/httpd/error.log (for Operating System: RHEL, RED HAT, CENTOS and FEDORA)
e /var/llog/mysqld.log (for Operating System: RED HAT, RHEL, CENTOS, FEDORA)

For Operating System: DEBIAN and UBUNTU:
* /etc/log/apache2/acceses.log

e /var/log/mysql.log

¢ /var/log/mysqld.error.log

e /usr/local/uce/server/logs/audit.log

* Jusr/local/uce/server/logs/error.log

* /home/nombredeusuario/.mozilla/firefox/archivo_aleatorio.default/places.sqlite

2. Additional Information (optional):
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UNIX LINUX INTRUSION DETECTION INCIDENT RESPONSE FORM
4.- Send the TXT files generated via email to the account of your country’s incident response

team along with this form, indicating the email subject as ‘“intrusion detection in Unix Linux

incident folio: XXX” where XXX is the folio assigned to this incident.

@ Information Leak Incident Response Form

INFORMATION LEAK INCIDENT RESPONSE FORM

GENERAL INFORMATION

FOLIO:
Name: Position:
Office: Contact Phone No:
Institutional e-mail: Personal e-mail (optional):
Date and Time of Report: Agent of the Case or Incident:

Brief description of the facts:

GENERAL INFORMATION OF THE COMPROMISED DOMAIN (IF APPLICABLE)

Operating System: Hard Drive Capacity:
RAM Capacity: Network Interfaces (add IP addresses):
Kernel Version: Time Zone of the Compromised System:

Additional Information:
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INFORMATION LEAK INCIDENT RESPONSE FORM

INFORMATION FOR ANALYSIS

1. Put the URL where the compromised information is posted:

2. Take a screenshot of the website posting the extracted information and save it as a jpg file.

3. Additional incident information (optional):

4.- Send the information via email to the account of your country’s computer security incident
response team along with this form, indicating the email subject as “information leak incident

folio: XXX” where XXX is the folio assigned to this incident. (who provides the folio number)

@ Phishing Incident Response Form

PHISHING INCIDENT RESPONSE FORM

GENERAL INFORMATION

Name:

FOLIO:

Position:

Office:

Contact Phone No:

Institutional e-mail:

Personal e-mail (optional):

Date and Time of Report:

Agent of the Case or Incident:

Brief description of the facts:

GENERAL INFORMATION OF THE COMPROMISED DOMAIN

Operating System:

Hard Drive Capacity:

RAM Capacity:

Network Interfaces (add IP addresses):

Kernel Version:

Time Zone of the Compromised System:

Additional Information:
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PHISHING INCIDENT RESPONSE FORM

INFORMATION FOR ANALYSIS

1. Put the URL of the apocryphal site:

If the fake site is hosted on one of your servers, compress the files in the directory where the
phishing site was mounted (phishing kit) on a file with .zip extension entering the password
“phishing2014”.

2. If you have access to the server that was breached to put the fake site, save your web server
logs (at least two days before the incident was registered and two days after, if applicable) to a

TXT file and compress them with a .zip extension and enter the password “phishing2014”.

3. Write the handler and the database version, if applicable:

4. If the phishing arrived via a fake email, store the email headers and forward the phishing email

(if applicable) to the email account of your national incident response team.

5. Additional Information (optional):

6.- Send the information gathered as attachments via email to the account of your national
CERT along with this form, indicating the email subject as “phishing incident folio: XXX” where

XXX is the folio assigned to this incident.
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